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What Is Cybersecurity ?



What Is Cybersecurity?

It IS not only about cryptography and quantum/post-quantum stuff






So what 1s 1t?
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Why should we worry about the other side?



Space data systems:

- It’s (part of) a critical infrastructure
- It's becoming “open’ to third party users
- ItS security perimeter Is getting far bigger
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We need to worry about the whole
Cybersecurity picture to protect space assets
from powerful actors or foreign governments



Let’'s now talk about

Transient Execution Attacks (TEAS)



Background
Timing Attacks

Sophisticated side-channel attacks that exploit the time to access specific data
or execute Instructions to infer sensitive information.

Examples:

* Prime+Probe
* Flush+Reload
* Evict+Reload

* Flush+Flush



Prime+Probe

Detailled Explanation

Phase 1: Prime - Attacker fills the cache

Attacker code In
execution
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Prime+Probe

Detailled Explanation

Phase 2: Victim - Victim code evicts some cache sets

Victim code In
execution
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Prime+Probe

Detailed Explanation

Phase 3: Probe - Attacker probes the cache (Green: Hit, Red: Miss)

Attacker code In
execution again
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Background

Transient Execution Attacks (TEAS)

TEAS, born with Spectre and Meltdown (January 2018), exploit speculative
and out-of-order execution In modern processors.
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What have we done?



Experimental Setup

AMD Virtex UltraScale+ FPGA VCU118 Evaluation Kit
* FPGA Device: Xilinx XCVU9P-L2FLGA2104E FPGA.
* Memory: 5GB DDRA4.

* PCle Gen3 x16.




Security Assessment
Spectre V1 on the Noel-V Platform
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Security Assessment
Spectre V2 on the Noel-V Platform
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Security Assessment
Spectre RSB on the Noel-V Platform

Cache line
S EGR BB N NE R vowo

=
S0 88

5 T h - S -
Secret Character

8

Access Time (cycles)



ITISNOT ONLY ABOUT NOEL-V



We executed multiple TEAs even on CVAG
and BOOM, In addition we are testing
multiple others (SiFive, Microchip,
NaxRiscy, .....)



All the tested architectures are sensitive to TEAS



Conclusions



Conclusions

1. The mechanisms that allow TEAs are currently exploitable even in RISC-V
pProcessors



Conclusions

1. The mechanisms that allow TEAs are currently exploitable even in RISC-V
pProcessors

2. As the space field grows and opens to new user, space
regulators/agencies/designers/component manufacturers should stop
worrying only about cryptography and start addressing other cybersecurity
problems



Conclusions

1. The mechanisms that allow TEAs are currently exploitable even in RISC-V
pProcessors

2. As the space field grows and opens to new user, space regulators should

stop worrying only about cryptography and start addressing other
cybersecurity problems

3. We should try to not copy the same errors that ARM and x86 (AMD and Intel)
have made



Want to test your processor design
against TEAS?

elia.lazzeri@polimi.it
Write us!



We would like to thank

9=5
{7 ) POLITECNICO HE TONION
LL4LT MILANO 1863 [AlIR] Lenomo e newwave

€ csa



	Slide 1: Behind the fog in the Cybersecurity
	Slide 2
	Slide 3: What is Cybersecurity ?
	Slide 4: What is Cybersecurity?
	Slide 5
	Slide 6: So what is it?
	Slide 7: What is Cybersecurity?
	Slide 8: Why should we worry about the other side?
	Slide 9: Space data systems:   - it’s (part of) a critical infrastructure - it’s becoming “open” to third party users - its security perimeter is getting far bigger
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14: Background
	Slide 15: Prime+Probe
	Slide 16: Prime+Probe
	Slide 17: Prime+Probe
	Slide 18: Background
	Slide 19
	Slide 20: Experimental Setup
	Slide 21: Security Assessment
	Slide 22: Security Assessment
	Slide 23: Security Assessment
	Slide 24
	Slide 25
	Slide 26
	Slide 27: Conclusions
	Slide 28: Conclusions
	Slide 29: Conclusions
	Slide 30: Conclusions
	Slide 31
	Slide 32

